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Summary of the 96th session of the Maritime Safety Committee (MSC 96) 
 
 
Among the issues considered at the meeting were the following: 
 
Ships can be hit by IT attacks 
The Maritime Safety Committee (MSC) has recognised that ships can also be exposed to hostile attempts to 
disturb or interfere with electronic systems, so-called cyber-attacks. The Committee emphasized that the 
entire maritime industry must take these threats seriously. Against this background, the Committee has 
drawn up interim Guidelines on risk management to prevent "cyber-attacks" in the maritime industry. 
 
With these guidelines, the IMO supports the guidelines drawn up by the industry – inter alia headed by the 
Copenhagen-based BIMCO – however, without officially rubber-stamping some guidelines rather than 
others. 
 
An important point of the guidelines is that potential attacks will not be aimed "merely" at "traditional com-
puter systems", but will also to a high degree focus on control and steering systems for, for example, naviga-
tion, machinery, communication, etc. 
 
Today, most ships' steering systems are computer-based and, in many cases, connected to a network. Thus, 
the systems become vulnerable – though they are not directly connected to the internet. In addition, thought-
less use of a USB port can cause great problems. The guidelines stress the importance of transferring the 
principles of operational risk management from the traditional "physical" areas to ships' steering systems. 
 
In short, it is all about identifying and assessing the threat scenario, "taking action" in relevant areas, fol-
lowing up on the effect of one's actions and modifying the assessments and actions as an ongoing process of 
development. The maritime industry is already used to doing this, and the Danish Maritime Authority urges 
everyone to extend this way of thinking to ships' steering systems. 
 
 
Pragmatic phasing in of the regulations on how to establish the verified weight of packed containers 
On 1 July 2016, new regulations become effective stipulating that shippers must establish the weight of 
packed containers, the so-called verified gross mass (VGM), and inform the carrier and the terminal about 
this. The weight must be established either by weighing the container by means of a suitable weight or by 
determining the contents by means of a certified method and adding this to the container's own weight. 
 
The Maritime Safety Committee confirmed that the regulations constitute an important contribution to pro-
moting safety in connection with the carriage of containers by sea, for which reason the requirement must be 
implemented effectively globally. However, a number of countries stated that there are still a number of 
challenges that need to be solved globally. 
 
Thus, in the period after 1 July 2016, some containers will have started their voyage by sea prior to the date 
and will, therefore, not have been furnished with a VGM. If these containers are to be loaded on to other 
ships on the way to their final destination, they must in principle be furnished with a VGM, which may pre-
sent some logistic challenges. The computer systems of shipowners and shippers will also need to be coordi-
nated to be able to deal with the VGM information during the entire voyage; a process that is being devel-
oped, but which does not yet function optimally. 
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At the meeting, there was general understanding that the industry should have a possibility of getting the new 
requirements in place. Consequently, a circular was drawn up that urges flag States and port States to be 
understanding of the challenges faced by the industry for a period of three months after the entry-into-force 
date when they are enforcing the new VGM regulations. The circular is available here. 
 
 
Enhanced safety in connection with inspection and maintenance of life-saving appliances 
The Committee approved an amendment of SOLAS chapter III, introducing stricter regulations for the in-
spection and maintenance of lifeboats and rescue boats as well as launching appliances and release gear.  
 
Inter alia, clear requirements are made as regards what to examine at the thorough inspections and opera-
tional tests performed every year as well as every five years. 
 
More detailed inspections will lead to improved maintenance of life-saving appliances and will, con-
sequently, enhance safety, inter alia in connection with drills on board since lacking maintenance has often 
resulted in accidents during safety drills. 
 
The regulations are expected to enter into force on 1 January 2020. 
 
 
The traffic separation system at Bornholm becoming more flexible 
The Committee approved an amendment of the coastal traffic zone for the traffic separation system at Born-
holm. 
 
The amendment has its basis in the traffic separation system "TSS In Bornholmsgat", which was approved 
by the IMO in 2006 and considerably enhanced safety of navigation in the area between the island of Born-
holm and Sweden by separating two-way traffic and thereby achieving far more predictability for ships in the 
area. At the same time, it meant that ships coming from the East were now obliged to use the new routeing 
system and could not, as previously, go through the new coastal traffic zone along the north-western coast of 
Bornholm. Thus, the ships had to cover a longer distance of up to approx. 15 nautical miles in order to call at 
the Port of Rønne in the correct manner in accordance with the regulations for preventing collisions at sea 
and cross passing ship traffic in the traffic routes used by 50,000 ships annually. 
 
After having engaged in dialogue with the commercial stakeholders using the Port of Rønne, Denmark has 
had the IMO adopt an extension of the coastal traffic zone so that the Port of Rønne will now be located 
within the coastal traffic zone. By extending the coastal traffic zone so that it includes the area off the Port of 
Rønne, it will be possible for the local ship traffic to call directly at the port in the future in accordance with 
the regulations for preventing collisions at sea, thus not having to proceed to sea by means of the traffic sepa-
ration zone. The amendment will become effective on 1 January 2017. 
 
 
Goal-based regulations in place for bulk carriers and tankers 
IMO’s Maritime Safety Committee (MSC) has confirmed that ship construction rules for oil tankers and bulk 
carriers submitted by 12 classification societies conform to the goals and functional requirements set by the 
IMO for new oil tankers and bulk carriers.  
 

http://dma.dk/Legislation/Documents/cirkul%C3%A6re-vedr-msc%2096.pdf
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This marks a significant new development in how international standards for ship construction are deter-
mined and implemented. For the first time, the IMO has been given a role in auditing and verifying the 
structural rules developed by the classification societies for new-build oil tankers and bulk carriers.  
 
The philosophy behind goal-based standards for bulk carriers and oil tankers is that ships should be designed 
and constructed for a specified design life and that, if properly operated and maintained, they should remain 
safe and environmentally friendly throughout their service life. 
 
See, furthermore, the news item from the IMO. 
 

http://www.imo.org/en/MediaCentre/PressBriefings/Pages/13-GBS-.aspx

